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Under regulations issued last fall by the U.S. Treasury’s Financial Crimes Enforcement Network (“FinCEN”), life
insurers were required to implement written anti-money laundering (“AML”) programs and begin reporting
suspicious transactions to federal authorities by May 2, 2006.> Although the compliance deadline has come and
gone, many insurers continue to work to implement some aspects of their AML programs—most notably, AML
training for agents and brokers. Others are looking for ways to fine tune their AML programs so as to keep pace
with evolving industry standards concerning what constitutes an effective and reasonable program. This article
examines some of the ways in which insurers have sought to comply with the new AML requirements and the
various ways in which insurers continue to adjust their AML programs.

Background

The AML regulations for insurers, and related regulations requiring insurers to report suspicious transactions, have
their origin in amendments to the Bank Secrecy Act enacted by Congress shortly after 9/11 under the USA
PATRIOT Act (the “Patriot Act”).” The amendments required a broad range of financial institutions, including
insurers, to establish written AML programs and gave the Secretary of the Treasury authority to establish new
suspicious activity reporting and “know you customer” requirements for such institutions.®> Beginning in 2001,
FinCEN began issuing new AML and AML-related requirements for a variety of financial institutions, including
securities broker-dealers,* mutual funds, and money services businesses. Early on in this process, however, FinCEN
suspended the application of AML and related requirements to insurers until it could fully consider how to apply
such requirements to the insurance industry.”

Finally, in November 2005, FinCEN issued regulations requiring life insurers to implement written AML programs
and file Suspicious Activity Reports (“SARs”) beginning May 2, 2006.° The AML and SAR regulations only apply
to “covered products,” which are defined as (1) permanent life insurance policies, other than group policies; (2)
annuity contracts, other than group annuities, and (3) any other insurance product with features of cash value or
investment.”” After the regulations were issued, FinCEN clarified in guidance that the catch-all category for “any
other insurance product with features of cash value or investment” is not intended to apply to group life products or
group annuities, but rather meant to cover any new products with features of cash value or investment that the
industry might develop and that are particularly vulnerable to money laundering.? FinCEN has not issued a separate
“know your customer” regulation for insurers, as it has for certain other types of financial institutions. This does not
mean that insurers are free to ignore identity verification of customers entirely. Instead, as discussed below, insurers
must collect enough information about their customers to allow implementation of an effective AML program.

FinCEN limited the AML and SAR regulations to products with features of cash value or investment because these
were the only insurance products deemed to present any significant risk of being used to launder money.® Money
laundering involving an individual whole life policy might be accomplished, for example, by the purchase of a large
single-premium policy followed by return of the policy during the free look period or early surrender for cash value.

The Regulatory Break-In Period

Like most new regulatory schemes, the AML (and SAR) regulations have gone through (and continue to experience)
a “break-in period” during which the regulated community and regulators work out what the new standards mean in
practical effect. In the case of AML, this adjustment is complicated by the fact that the particulars of the AML
program an insurer must adopt depends on its assessment of the money laundering risks it faces given the nature of
its operations.® Thus, each insurer has a certain amount of discretion to determine what AML measures are
reasonable for its business. This aspect of the regulations brings welcome flexibility to the regulatory scheme, but it
also creates a degree of uncertainty about what constitutes a compliant AML program, especially in these early days
of implementation. To some extent, what constitutes a “reasonable” program depends on what other insurers in like



circumstances have decided to do. Yet because all insurers are new to the regulatory environment, the standard
approach is still a little fluid.

One solution is to look to what other financial institutions that already have adopted AML programs have done
under situations presenting similar risks. Banks, as well as insurance producers who are licensed securities broker-
dealers so that they may sell variable life and annuity products, have been subject to AML and related requirements
for some time now.'* Although not all AML standards that apply to banks and broker-dealers are necessarily
appropriate for insurers, the experience developed in this area provides a useful starting point for assessing what
constitutes a reasonable AML program for any given insurer.”? International AML standards and guidance for
insurers also are useful points of reference.*®

Varying Approaches to Implementing an AML Program

Rather than reviewing each required element of an AML program, this article considers two of the less tractable
requirements and various industry responses to them.**

Collecting Customer Information

As mentioned above, FINCEN has not issued separate “know your customer” regulations for insurers as it has done
for other types of financial institutions. Rather, the AML regulations for insurers simply state that an insurer must
implement AML policies and procedures that include provisions for “obtaining all relevant customer-related
information necessary for an effective anti-money laundering program.” Similarly, the SAR regulations provide
that “an insurance company shall establish and implement policies and procedures reasonably designed to obtain
customer-related information necessary to detect suspicious activity from all relevant sources....”*® These very
general standards fall far short of the more prescriptive “know your customer” requirements applicable to other
types of financial institutions, such as broker-dealers, which require the establishment of procedures for verifying
the identity of each customer—for example, by inspecting a government-issued photo ID—and the collection of
certain minimum information about customers, such as a residential or business street address (not a P.O. Box
number) and a Social Security number or other official identification number.*’

The question for insurers, is, “How much customer information must be collected to implement an effective AML
program and satisfy SAR requirements?” The answer depends on the risk of money laundering presented by the
insurer’s operations. Before getting into that issue, however, one must consider another question—namely, “Who is
the customer?” Both the AML and the SAR regulations require insurers to collect information about “customers,”
but the term is not defined. A customer conceivably could be anyone with an interest in an insurance contract,
including the contract owner, the insured or annuitant and beneficiaries. Nevertheless, because the contract owner
has control over the flow of dollars into and out of the product (and therefore the ability to use the product to launder
money), information about the contract owner is an essential component of an effective AML program. Thus, it
seems to make most sense to focus information collection and verification efforts on the contract owner. This
approach is consistent with international AML standards for insurers, which treat the contract owner as the
“customer” for identity verification purposes.'®

So how much customer information is enough? In the case of high face value permanent life and annuity products,
which present a higher risk of being used to launder money, fairly extensive customer verification procedures might
be appropriate, including inspecting a photo ID or verifying the contract owner’s identity through
“nondocumentary” methods such as comparing information provided by the customer with information available on
a consumer report. On the other hand, an insurer that markets lower face value products—for example, policies
designed to pay for a specific personal expense such as a child’s tuition or funeral expenses—might adopt less
extensive procedures for collecting customer information. In the case of these and other products with a low risk of
money laundering, it might be sufficient simply to require producers in the field to form a reasonable belief that they
know the identity of new contract owners—for example, by examining a driver’s license or similar photo 1D,
visiting with the customer at the customer’s residence or place of business or having personal knowledge of the
customer’s identity.

Under the risk-based approach to establishing an AML program adopted by the regulations, varying approaches to
collecting and verifying customer information clearly are appropriate based on the risk of money laundering



presented by an insurer’s products. It seems unlikely, however, that an effective AML program could exclude any
customer identity verification procedures entirely. Even in the lowest risk situations, insurers likely need to gather
and verify basic information about new contract owners to implement a reasonable and effective AML program.

Training Agents and Brokers

One of the most difficult aspects of the AML regulations from a practical perspective is the requirement that insurers
integrate agents and brokers into their AML programs. Rather than require agent and brokers to develop their own
AML programs, FINCEN made a decision to make it the duty of insurers to verify that the producers with whom
they do business follow reasonable AML policies and procedures. Obviously, by placing the compliance burden on
insurers, FINCEN greatly simplifies the task of enforcing the regulations and likely achieves wider compliance
among agents and brokers.

One of the aspects of integrating agents and brokers into an insurer’s AML program is providing “ongoing [AML]
training” for such persons.® Under the regulations, an insurer may satisfy this requirement “by directly training
such persons or verifying that persons have received training by another insurance company or by a competent third
party with respect to the covered products offered by the insurance company.”® As with other aspects of AML,
approaches to implementing this requirement vary among insurers, depending on the risk profile of their products.
On one end of the spectrum, insurers have provided in-house or commercial third-party AML training for producers
on the Internet or through classroom instruction. Insurers adopting this approach also have permitted producers to
certify that they completed similar training sponsored by another insurer or financial institution subject to AML
requirements. Some insures have accepted AML training that qualifies for continuing education credit on the theory
that such training has been reviewed and deemed adequate by state regulators or a creditable self-regulatory
organization such as the National Association of Securities Dealers. Guidance issued by FInCEN makes it clear that
“mere certification” of a producer’s completion of a training program is not sufficient to comply with the AML
regulations.”’ Instead, FinCEN states that “evaluation of the substance of the training is essential.”?? The guidance
acknowledges, however, that an insurer’s evaluation of a training program may be less stringent if it is sponsored by
another insurer or financial institution that is subject to AML requirements.?®

On the other end of the spectrum, some insurers offering products with a very low risk of money laundering have
limited their training to circulating written AML compliance guidelines to appointed producers and requiring each
producer to certify that he or she has reviewed the guidelines and will follow them. Obviously, this is a minimal
approach, but it may be acceptable in circumstances where the risk of money laundering is extremely low.

Many insurers had difficulty verifying that all of their agents and brokers had received appropriate AML training by
the May 2, 2006 compliance deadline. In guidance on the AML regulations, FInCEN acknowledged that some
insurers may require additional time to train their producers and stated that so long as an insurer had adopted a
written AI\Z/iL program by the May 2 deadline with reasonable plans to train producers, it would be considered
compliant.

Conclusion

Like most new regulatory schemes, the AML and SAR regulations for insurers require an adjustment period during
which the regulated community and regulators settle on what must be done in practice to implement the new
requirements. In the case of AML, this process is complicated somewhat by the fact that the requirements for
implementing an AML program are expressly risk based, leaving insurers with considerable discretion to determine
what is a reasonable compliance program given the risk of money laundering presented by their operations. It is still
early in the evolutionary cycle for AML compliance by insurers. Insurers continue to adjust their AML programs as
they encounter practical issues in the field, evaluate measures adopted by their competitors in similar market
segments, and seek to “true up” their programs to conform with emerging industry standards.
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