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On April 12, 2001, the Secretary of the U.S. Department of Health & Human Services (“HHS") announced that
health privacy regulationsissued by the Clinton administration in December 2000" would go into effect as scheduled
on April 14, 2001. The regulations require “covered entities” to comply with new privacy standards that were
issued as part of the “administrative simplification” provisions of the Health Insurance Portability and
Accountability Act (“HIPAA”).?

“Covered entities” include health plans that are sponsored by employers and health care providers that choose to
transmit protected health information by electronic means® Most covered entities will be required to comply with
the new standards by April 14, 2003.*

The HHS announcement noted that there would be clarifying guidelines, or recommended modifications, in three
specific areas: sharing information among the doctors and hospitals treating a patient, efficient delivery of patient
care unhampered by the requirements surrounding consent forms, and parent access to health information relating to
their children. The first such guidance was issued on July 6, 2001.° However, regardless of the clarifications and
modifications, the privacy standards will require major changes in the policies and operations of covered entities,
and will give significant new rightsto patients and plan participants.

Protected Health | nformation

The regulations cover “protected health information” (“PHI") held by covered entities. PHI isinformation that is
individually -identifiable and that relates to amedical condition, treatment, or payment for health care.® The
regulations cover all PHI, regardless of whether it is oral, on paper, or in electronic form.’

Consents and Authorizations

Covered entities may not use PHI internally, or disclose PHI to others, unless permitted to do so by the regulations’
or by the patient or enrollee.g In general, PHI may be used or disclosed by a provider for treatment, payment, or
health care operations™ only if the patient or enrollee signs a “consent.”** Other covered entities may use and
disclose PHI for treatment, payment, or health care operations without a consent?> Use or disclosure of PHI by any
covered entity for purposes other than treatment, payment, or health care operations is permitted only if the patient
or enrollee signs an “authorization.”®® Under the new regulations, a “consent” and an “authorization” have different
requirements and functions.

A “consent” is a short, general form that allows use and disclosure of PHI for treatment, payment, and health care
operations. It must be written in plain language and must include the following:

1. A reference to the covered entity’s notice of privacy policies and procedures and a statement that the
patient or enrollee has the right to review the notice before signing the consent;

2. If the covered entity has retained the right to change its privacy policies and procedures, a statement to that
effect and a description of how the patient or enrollee may obtain arevised notice;

3. A statement that PHI may be used and disclosed for treatment, payment, or health care operations and that
the patient or enrollee has the right to request restrictions on use and disclosure for such purposes, but that
the covered entity is not required to agree to such arequest;

4. A statement that the patient or enrollee has the right to revoke the consent, if done so in writing.**
A consent must be signed by the patient or enrollee, and must be dated.”® In general, a health care provider may

refuse to treat a patient if the patient refuses to sign a consent, and a health plan may refuse to enroll a person who
refuses to sign a consent.’



An “authorization” is a longer, more detailed form that allows use and disclosure of PHI for purposes other than
treatment, payment, and health care operations. All authorizations must be written in plain language and must
include the following:

1. A specific description of the information to be used or disclosed,;
2. Name or other specific identification of the persons authorized to use or disclose the PHI;

3. Name or other specific identification of the persons to whom the covered entity is authorized to make the
disclosure;

4. Anexpiration date or event;
5. A statement that the patient or enrollee has the right to revoke the authorization, if done so inwriting;

6. A statement that when the PHI is used or disclosed under the authorization, it may no longer be protected
by the regulations’’

An authorization must be signed by the patient or enrollee, and must be dated® If it is signed by a representative of
the patient or enrollee, there must be an indication of the representative's authority to act for the patient or
enrollee.*®

If the authorization is requested by the patient or enrollee, there are no other requirements. However, if the
authorization is requested by the covered entity for its own uses and disclosures, or for uses and disclosures by
others, there are additional requirements and additional information that must be included in the authorization?® In
general, a health care provider may not refuse to treat a patient if the patient refuses to sign an authorization, and a
health plan may not refuse to enroll a person who refuses to sign an authorization.?*

Both consents and authorizations must be retained by the covered entity for at least six years from the later of the
date of creation or the date they were last in effect.??

Other Compliance Obligations

In addition to limiting uses and disclosures of PHI to what is permitted by the regulations and consents and
authorizations signed by patients or enrollees, covered entities are required to:

1. Adopt and implement written privacy policies and procedures®

2. Enter into contracts with business associates that receive PHI from the covered entities requiring the
business associates to comply with the same standards as the covered entities;?*

3. Provideanotice of privacy policies and procedures to patients or enrollees;?®
4. Train employeesin the privacy policies and procedures?®

5. Appoint aprivacy officer;?’ and

6. Discloseonly the “minimum necessary” PHI for the particular purpose.®

The definition of “business associates’ is broad, and includes aty person to whom PHI is disclosed if that person
performs or assists in the performance of functions such as claims processing, billing, benefit or practice
management, and quality assurance, or provides legal, actuarial, accounting, consulting, management,
administrative, accreditation, or financial services®® The breadth of the definition is of particular importance to
attorneys who represent covered entities, as they will often fall within the definition of “business associates’ and
will be required to sign agreements by which they agree to abide by the same privacy standards that apply to their
clients.



An employer-sponsored health plan may not disclose PHI to the employer unless specified amendments to the plan
documents are adopted, limiting the employer’ s use and disclosure of the PHI.*

Patient and Enrollee Rights

Patients and enrollees have a right to receive a copy of the covered entity’s notice of privacy policies and
procedures, and patients and enrollees have theright to:

1. Inspect and obtain acopy of their PHI;>*

2. Request amendment of their PHI;*?

3. Receive an accounting of disclosures of PHI other than those for treatment, payment, and health care
operations;® and

4. Request that uses and disclosures of PHI be restricted.>*
Penalties

Criminal penalties for non-compliance include fines of up to $250,000 and up to 10 years in prison for violations
that are knowing and intended for commercial advantage or malicious harm.®* Civil penalties of up to $100 per
violation may be imposed, up to a maximum of $25,000 per year for violations of the same requirement or
prohibition3® There are more than 50 separate requirements and prohibitions in the regulations, so civil penalties
could approach $1.5 million in one year for asingle covered entity.

The regulations do not provide for suits by patients or enrollees against covered entities. However, the new
standards may become the measuring rod for what is “reasonable care” in handling health information,” and state
courts may use the standards to gauge whether health care providers and health plans have acted reasonably in
dealing with health information. This could open covered entities to suitsin state court under state law.®

Relationship to State Laws

The HIPAA privacy standards establish afloor, rather than aceiling. If the federal standards are more stringent than
state law, the federal standards apply. However, if the covered entity is subject to state law and the state law gives
patients or enrollees greater protection, the state law applies® For example, a self-funded health plan is not subject
to state law and will only be covered by the federal standards. On the other hand, an insured health plan may be
subject to state law and must comply with the federal standards as well — if the state law gives participants more
protection than the federal standards, the state law will apply; if the federal standards give participants more
protection, the federal standards will apply. This means that covered entities that are subject to state law will have
to comply with a patchwork of state and federal law.

Preparing for Compliance

Compliance with the new standards will require more than paperwork. Most covered entities will have to redesign
at least some aspects of their operations, and some covered entities will have to make major changes. Thefirst steps
on the road to compliance include:

1. A thorough inventory of the covered entity’s records to determine what PHI it holds, who has access to it,
who it isdisclosed to, and what it is used for;

2. A review of the inventory to determine to what extent the covered entity is not in compliance with the new
standards; and

3. An examination of the areas of non-compliance to determine how procedures and operations may best be
changed to achieve compliance, while still meeting the covered entity’ s operational needs.

Although the compliance deadline of April 2003 seems a long way off, the new standards are complex, and a
redesign of operations and procedures takes thoughtful preparation. As the July guidance from HHS put it,



“Covered entities can and should begin the process of implementing the privacy standards in order to meet their

compliance dates.
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