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Introduction

An individual wants to obtain a life insurance policy. In order to grant that individual’s desire, you, the insurance
provider, must obtain certain information. So, you have the applicant complete and sign an application which contains
language authorizing certain entitieswho may possess medi cal information concerning the applicant (such asphysicians,
hospitals, etc.) to disclose that information to the insurance company. You present the form of authorization to the
entitiesholding the medi cal information expecting to receive theinformationin atimely manner. Y ou assume everything
is going well until you receive a response from one of the entities telling you that your authorization form does not
comply with stateand/or federal |aw requirementsregarding the authorization language necessary to allow for disclosure
of the type of medical information requested. The entity informs you that you will have to obtain a new, more specific
authorization form from the applicant. Y ou attempt to argue with the entity, until it respondsthat, if the state or federal
requirements are not met, then it and/or you could be held liable for unlawful disclosure of the information.

Being able to obtain medical information is a necessity for insurance companies. Normally, to obtain the information,
acompany uses authorization language built into itsapplication form or in asupplemental form. Theseformsare subject
to various state and federal laws and regulations. Additionally, insurance companies can expect future Congressional
activity and federal regulations that will further impact the form and content of these disclosure forms. This article
provides an overview of the roadblocksthat may arise for insurance companies as aresult of the many diverse state and
federal lawsand regulationsthat affect authorization formsrequired for release of variouskinds of medical information.
It is not the intent of this article to discuss privacy issues in general nor disclosure of medical information by insurers
once they have properly obtained such information.

National Association of | nsurance Commissioners Model Acts

Thelnsurancelnformation and Privacy Protection Model Act (the“l1PPMA”) and theHealth Information Privacy Model
Act (the “HIPMA") (collectively, the “NAIC Acts’), promulgated by the National Association of Insurance
Commissioners (“NAIC"), exemplify the potential roadblocks an insurance company may face when gathering an
applicant’smedical information. [1PPMA addresses general insurance information and has been adopted by 17 states.”
Most of the states adopted [IPPMA in the 1980's, but have since amended it a number of times. [IPPMA prevents
insurance companies from collecting personal information? in connection with an insurance transaction unless the
company obtains avalid authorization.® Under IIPPMA, avalid authorization must (i) be written and dated; (ii) name
the insurance ingtitution or agent and the representatives of the insurance ingtitution to whom the information is to be
disclosed; and (iii) specify the types of persons authorized to discloseinformation about theindividual, the nature of the
information to be disclosed, the purpose for which the information is being collected and the length of time the
authorization is to remain valid, which may be no more than thirty months.*

HIPMA, devel opedin 1998, hasbeen enactedinonly four states.® HIPM A preventsinsurance companiesfrom collecting,
using or disclosing protected health information® unlessacompany obtains“avalid authorization from the subject of the
protected health information.”” Under HIPMA, avalid authorization must contain the following: (i) the identity and
signature of the protected individual; (ii) adescription of the types of protected health information being collected and
the sources from which theinformation will be collected; (iii) the name and address of the person to whom the protected
health informationisto be disclosed; (iv) the purpose and scope of the authorization and theintended use of the protected
health information; (v) an authority to revoke statement; and (vi) the date of the authorization’s expiration.?

For those who violate the provisions of the NAIC Acts, civil sanctions, criminal sanctions, attorneysfees, investigation
costs, and court costs may be exacted.® The civil sanctions of the NAIC Acts provide for a civil penalty for each
violation, but cap the penaltiesin cases of multipleviolations.”® The NAIC Acts also provide for criminal sanctionsfor
violatorsthat range from prison time of 1 to 10 yearsto fines ranging from $50,000 to $500,000, depending on whether
the act is committed knowingly, maliciously or under false pretenses.™



The NAIC Privacy Issues Working Group is presently drafting a new privacy regulation in response to the recently
enacted federal legidation, i.e. the Gramm-Leach-Blilely Act. Initial drafts of thismodel included provisionsregarding
health information, but the most recent draft has eliminated these provisions and deals only with financial information
disclosure. The NAIC islikely to consider medical information disclosure in a separate model act in the future.

Other State Laws

In addition to the NAIC-promul gated rules discussed above, insurance companies must concern themselves with state
lawsgoverning disclosure of general healthinformation or information relating to specific diseases. Similar totheNAIC
Acts, these lawsimpose civil sanctionsin the form of compensatory damages, punitive damages, reasonabl e attorneys
fees, and court costs and criminal sanctionsin the form of fines and prison time.*> While not all states were researched
for purposes of thisarticle, the following discussion of the lawsin California, Floridaand New Y ork illustrates some of
the potential roadblocks that exist for insurance companies gathering an applicant’s medical information.

California. Cdlifornia has enacted laws regulating the disclosure of general medical information, Human
Immunodeficiency Virus (“HIV”) test results, and drug treatment information. The California law regulating the
disclosure of general medical information preventshealth care providersfrom disclosing medical information unlessthe
entity requesting suchinformation hasavalid authorization™ or fallswithin one of afew other exceptions.** Oneof these
“few other exceptions’ appliesto insurance companiesthat have complied with the requirements of California sversion
of IIPPMA.® This exception allows insurance companies to obtain all general medical information from health care
providers except psychotherapy information.’® For insurance companies to receive psychotherapy information from a
third party, they must send a signed, written request to the third party, with a copy to the applicant within thirty days of
receipt of the information. The request must include (i) the specific information being requested and its intended use,
(i) a statement ensuring the destruction of the information and al copies in the insurance company’s control, (iii) the
length of time during which the information will be kept before being destroyed, and (iv) a statement limiting the use
of the information.*’

Insurance companies may also be affected by California’slaws governing the confidentiality of HIV information. One
such law dictates certain standards for insurance companies to follow when conducting HIV tests,® and requires such
companiesto maintain strict confidentiality of theresults.® Another law preventsany person from disclosing the results
of HIV tests unless a statute “expressly provides an exemption to this section.”®® Because of the presence of such an
express exemption, insurance companies are not governed by the strictures of this law.*

Lastly, California law prevents disclosure of the treatment records of any person involved in drug abuse treatment
programs that are regulated or directly or indirectly assisted by the California State Department of Alcohol and Drug
Programs.?? However, with the applicant’'s written consent these programs may disclose otherwise confidential
information, “but only to the extent, and under the circumstances, and for the purposes as clearly stated in the release
of information signed by the client.”*

Florida. Similar to California, Florida has enacted laws that govern the confidentiality of general medical as well as
HIV-specificinformation. Florida slaw concerningtheconfidentiality of general medical information requiresa“records
owner” * to maintain the confidentiality of medical records and to only release these records upon “written authorization
of the patient.”?® No specifics are mandated as to the form of required authorization, so standard language in insurance
company applications should suffice.

Florida has al so enacted alaw governing the confidentiality of HIV-specificinformation. Thislaw requiresany person
who knowstheresult of an HIV test or who hasany information that identifiesaperson ashaving HIV to keep such result
or information confidential.?® Although insurance companiesinvolved in the application and underwriting process are
exempted fromthisgeneral rule,?” aninsurance company requesting information from aperson subject to the general rule
must obtainaH |V -specificwritten authorization prior to obtai ning ageneral rel ease of medical information.? “ A general
release without such prior written authorization is not sufficient to release HIV [information]. . . .”%

New York. New Y ork also has enacted lawsthat affect insurance companies attempting to obtain medical information.
One such law governs the confidentiality of HIV information and prevents those persons knowing the result of an HIV
test or knowing any information that identifies a person as having HIV from disclosing such knowledge unless an



exception applies®* The law exempts insurance companies from the mandates of this general rule;®* however, an
insurance company requesting information fromaperson that issubject to the general rulemust securefromtheapplicant
adated and written authorization indicating that “ health care providers, health facilities, insurance institutions, and other
persons are authorized to disclose information about the protected individual, the purpose for which theinformation is
to be disclosed and which is signed by . . . the protected individual. . . .”** Apparently, an insurance company is not
required to obtain a HIV-specific release under the HIV confidentiality law.

Another law prevents mental health facilities operated by New Y ork’ s Office of Mental Health or the Office of Mental
Retardation and Developmental Disabilities from disclosing information relating to individuals participating in such
facilities® Under this law, as long as the disclosure is not detrimental to the patient, a facility may disclose a
participant’ sinformation if the entity requesting the information “ has ademonstrabl e need for theinformation” and has
obtained the consent of the patient.®

Federal Laws

In addition to the laws enacted by state governments, insurance companies should also be aware of the potential
roadblocks presented by federal laws and regulations. One such law governs the confidentiality of alcohol and drug
abuse patient records.*® The provisions of the law apply to any program or activity relating to substance abuse
prevention, treatment, and rehabilitation that is directly or indirectly assisted by the federal government.*® These
provisionsprevent any information from being disclosed that would directly or indirectly identify apatient asan al cohol
or drug abuser®” except where the holder of the information has obtained or been provided with areleasethat (i) names
the patient, the program authorized to make the disclosure, and theindividual to whom the disclosureis made; (ii) states
the purpose of the disclosure and the type and amount of information to be disclosed; and (iii) contains the signature of
the patient, the date on which the consent is signed, an authority to revoke statement and the date, event, or condition
upon which the consent will expire.®® The general authorization used by many insurance companies failsto satisfy the
requirements imposed by this statute and its corresponding regulations.

Insurance companies need also be aware of proposed federal legidation and regulations. In response to an abundance
of concernsregarding privacy, at aCongressional panel hearing in February, the Clinton Administration urged Congress
to enact “‘strong national medical privacy legidation' with federal standards, fines and criminal penalties for
enforcement. . . .”* Given the current trend toward increased privacy protections, insurance companies should expect
future Congressional action regarding medical privacy.

In addition, as dictated by the Health Insurance Portability and Accountability Act of 1996, the Department of Health
and Human Services (“DHHS") has proposed regulations concerning the privacy of electronically stored medical
records.”® Theregulationswould apply to health plans, health care clearinghouses, and health care providers™ and woul d
prevent these entitiesfrom using or disclosing anindividual’ s protected healthinformation* except in limited situations,
none of which appear to be applicable to insurance companies.” Aswith all of the other laws discussed, an entity may
disclose health information when it has obtained an authorization meeting, in this case, extensive requirements. The
requisite content of the authorization differs depending on whether the request ismade by anindividual or by an entity.*
An entity authorization, as might be used by an insurance company, must be signed and dated and include the following:
(i) aspecific and meaningful description of theinformation to be disclosed; (ii) the name of the entity authorized to make
the disclosure and to what entity such disclosure isto be made; (iii) an expiration date; (iv) aright to revoke statement;
(v) adescription of the purpose of the disclosure; and (vi) a statement that the information disclosed may no longer be
protected by federal law, that theindividual may inspect or copy the disclosed protected health information, and that the
individual may refuseto sign the authorization.”® Hereagain, ageneral authorization used by many insurance companies
would not besufficient. Accordingly, supplemental authorization formsmay benecessary aspossible sourcesof medical
information are uncovered during the underwriting process.

Conclusion

In conclusion, insurance companies must abide by increasingly higher standards to gain needed medical information.
If insurance companies do not meet the bar set by these standards, civil and criminal sanctions may be imposed.
Discrepancies among state laws make meeting the standards even more difficult. Even with a specifically enumerated
exception for insurance companies, differences exist among states asto the requirements within that exception. Under



some of the exceptions, questions could arise asto whether the exception’ sscopeis broad enough to cover theinsurance
company. Furthermore, asisillustrated by the Clinton Administration’ sannouncement, thefederal regulations proposed
by DHHS, and the NAIC’ s present work on anew Privacy Model Act, the legal landscape regarding confidentiality of
information is changing. This means that the requirements as to the form of authorization an insurance company must
obtainfroman applicant are changing aswell. Insurance companiesmust monitor thisdynamiclegal landscapetoremain
in compliance with state and federal law and to facilitate the efficient gathering of applicants’ medical information.
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